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£t — BIEORAM. /NXF—17. JPCERT/CCOIOCE O ki@ - 817 -22 Bl B 7
=ik JEE & "
HBETIMR(BR)

BHOO—-RZSFHRITVELTHY
BEICBBH. SUEIL-FERSATSY - AT FOMELHIE,

o ERFTORRMMIEV. php2shellzrF4BFINS5EAHTT. LiteLLMDSQLIIFNBHI36FRFEHRICKENE, Al
BTHR - WBHE&ELLTWLWS(AppleE#FH TAnthropic « OpenAlNETTHD#HEE. ChromeTiZAnthropic®d
HZRETILD62FEZ F R UEFI - jackson-databindDRFEHAnthropicEDHER). BAEEIH AXDAIEF Y
T4 AFIEES EBRE(FECE).

o TAHHEERT 31 RIROBELENTVS, AIT—2 > FOESED. ClickFix, HR—
DRE - FHEZERT3FAOLER. IR CERICAMETE)NBE,

BEEICPEIL

o SYURAAL RS ATSY - AT FDIEIL (SBOM) — BRI DDRIEHZH OB RITK KT BB o7

* CISAKEV * JPCERT/CC ZBXIBMDEEICL. RRA-WEMIBA] CEX RV ERIILARINSHEES
ENHB)o

o Ny FHEAARIRERBOME. SRELEROR/IMERL - b,

* AIT—CxY DRI 7 - BEIT 7L EEEBEONRIC,

FANEIFER A —KRED(CVSS 4.0 / 3.1 )BTE).

bEEERG L FAE

TROEELLEEICIIEZ BV,
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$E26kRDIRIEEHE : AR DEFIIHEES - J 57 - CVE—EBOBELEM. 1188~9HIC—RIBERTHERTEI-ER (£
[&. CISAKEViEf. Chrome. Brotli;ZA&Mi%2AI550) DBFEICEREL XY, 8V 7 bUx 7EDBFCMmE EBECVE]
10 DNVDEEERIZZE26hR D5 DA T, IBMRAED TAKB1 5B EHROFAEEIELET,

2.1 PHP — Tphp2shell; CVE-2026-109618 / 109619 EXX2) EXT3

1182882 « PHP : XX 7— 711 71£8.5.12,78.4.27,78.3.36,/8.2.35 Windows -1BE )L RZZERN, 115560D#&HE
[FARIFASIKIBE,, session.upload_progress.enabled=0D & E 2% #iF,
https://www.php.net/archive/2026.php

FE0RRFAEZES (2026-11-01) : FHBIOkRDEREK « KEV - £GHSA - EEREITERIE L TLARL\, 585F: CVE-2026-
109618 / CVE-2026-109619, MESREEF: WebZER% % 5 PHP CAREZEERCEDEIAEME. mod_phpld 7 71U d— R L DEIDRE
FEdH D, XH4L:8.5.12/8.4.27/8.3.36/8.2.35, EOLMIFTER/NY —R/N\Y I R— k EITSR Y X —EIEIZRIFEER. BERRR:
SEIEREZ - PHPOKEVEENMIZBRIEE I KR 2GHSAKRI / REH - KEVEfT, #B#l: &R

F20hRFAEZD (2026-11-01) : #%AF: CVE-2026-111497, FESREEH: cCURLTHEHTTPREERZEMICLIZEEICE
RBrotlinEE, Xtil:8.5.12-1/8.4.27-1/8.3.36-1/8.2.35-1. Brotli 1.2.1, runtimehRiZFZE, EAIMN: BrotliLEnD=E
EFZCISATRIRESS. Windows PHPERIDERISKRRESD, Rl ARXERN / ARERD

F0RRFAEZES (2026-11-01) : 58BF: CVE-2026-115560, HESREEE: 455k A serialize handlerd R4785E1%E L upload
progressENH S DRCEMERR, FH4l: 227010/23Iksession.upload_progress.enabled=0 & X DEER TEISEFE. %
EIERRISKRFEER. BRI RAESR, RAEED: BIELEMR. BRI /LERL

1EH RE
AR 109618: memory_limit BiBFEF O FRETHFIRRLIRFICA D KL X T Z K — RCE, 109619: fatal

error BICIRBEEAHDREPIRENTZD . BILT—H—DOKRD) IV TR L TEHNS = RCE, 5 5H5BEF
E-77VOI—-F&DFEDIV IR FTHRA,

e 8.5.12/8.4.27/8.3.36 /8.2.35 FKi#. EOLD8.1A . PHP-FPM - mod_php(&RH f&Ek&) + php-cgi
FrankenPHP - LiteSpeed. WordPressEMDCMS#% B L THPHPEFIIES ALY,
= 10/17(xFRABF)ICAWSDONZ—Rw f TEARITEZ . QREBISEERE THE B HHRE(Cloudflare).

10/26 CISA KEViENN, JPCERT/CCEEMyEE JPCERT-AT-2026-0033,

pop ! 8.5.12/8.4.27/8.3.36 /| 8.2.35 AEH (T A kY - LTSNV A —D/Nw 4 —STH), BHTIHRLY - 8.1
HIIMEIE X TH T 51 {L(CISA « CERT-EU), BFFEATH10/1TUEDEBRERE( Web> )L - FE/OT
2« MELEE. PHPO —H—HY Tl 288 T 358 % AL,

Y EHEN 109618: memory_limit=-1(php_admin_value). post_max_size #ig/J\. Z7AF>TU I TR bH 41 ZXHIR,
(REICAB570)  109619: session.upload_progress.enabled=0 T2£7 —h —HBiLH,

WindowshRPHPO AR EJL F:8.5.12-1/8.4.27-1 /8.3.36-1/8.2.35-1. Brotli 1.2.1, runtimehRi3FZ, cURLTEE)
HTTPISERRAZBEMIC LB ICFEMRBrotingE, 519D GuzzleF DEFIZSESRM - EIHE(FIZS EHER BRI
Lo

CVE-2026-115560: #5557 serialize handlerdE1TERIE  upload progressBD' & DRCER R, 1~T10/231%
session.upload_progress.enabled=0 £ R DBEIR TEIE FE. BHUEEMIIKER, EERIISERES, KEECR
EHTE L2\
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https://www.php.net/archive/2026.php
https://www.php.net/archive/2026.php
https://github.com/google/brotli/releases/tag/v1.2.1
https://www.php.net/archive/2026.php

FEYV T b THREEREE H26hR 2.

2.2 Brotli — THTTP2Shell(Node2Shell); CVE-2026-111497 [E%)

11828 E:2 - Node.js / Brotli : Nodef&1EAR26.12.1,724.22.1,722.23.4, Brotli CVE-2026-111497% B2, Brotlik
71.2.1DSECURITYE S HEER, Bunl.4.4(3BrotliZEERNRICTIZET BH. HEZCVEL DX - FEIEARISHRAES,
https://nodejs.org/en/blog/vulnerability/october-2026-security-releases

FE0hRFAEZES (2026-11-01) : [HExpress/body-parser « EOLRF! 5 EERIBIREEE Lo 5BIF: CVE-2026-111497 /
CVE-2026-105482 / CVE-2026-105483 / CVE-2026-106069 / CVE-2026-106072 / CVE-2026-106074 / CVE-2026-106071 /
CVE-2026-106073, MESRERE: BrotliAJITXEUMIE - ;X L) - RCERTAEM . (EN'DNS/TLSHREE. snapshotELEEH .
MEBRET Lo XHAL: 26.12.1/24.22.1/22.23.4, BIEEDXERINIENTER D, BRWKN: BrotlioZEMAIFCISA. &
NodefZIE DREAF IS KM, HKHEER: Express/body-parserDEHESF / 2EOLRS, 1B AXER

E20hRFAEZES (2026-11-01) : [HKEVHARR - FRREROERIMRIEEKBZL. 2RRNROEERE—MKE LRV, 35
F: CVE-2026-111497, HESREEFH: 71— 4 —IBRNEZAA. RCEATEEM., Xf4L: E7iv1.2. 1D SECURITYEI CIEIEREER,
ERIRR: CISA 10/278550A%evidence of active exploitation L TKEVIBIN. RFEER: WISEARR / Python brotli/brotlicffi -
Envoy/Istio/PAN-OS/VCFERIRR. RHL: NLERLL / ALEEI2

F0RRFAEES (2026-11-01) : FESRERF: 1.4.4DSecurityB1ICBrotliz SO REAEIESNZE, WA 1.4.4—RRIBIEISHE
. ZiFBrotli CVEX OXTIE « FMEARIZARFESD. ERIRM: RFEER, RFESR: CVEXS / 2B H / EM&BrotlifR. ARH#L: A&

Google @ Brotli BREZ 1 751 (1.0.3~1.2.0) DIERANE T A H. WBEDXBBrotliEET —4ZEBHAIT 27T T
27w a s XEVRAV - A= FRTOEN, OpenAIDEER. EREIEIF2BICOZT Y MNEATZoTh) ) —2R
1310/21, 10/22/Z3B8PoCs 10/27IC CISA H KEV ISEM(BEA DU E D <o AKEFHHEBI DI IGHAR 11/10)—
BI3RRD TEMIRE - KEVIBEZ L1 Z5T1E,

B - FIALTWARA

Node.js 26 /24 /22 26.12.1/24.22.1/22.23.4 Express 5 + body-parser 2.x I Content-Encoding: br M7
X %= BEIER (express.json() 721 TRLE), fetch()DISED
#2B&o 25+ 23 + 20LATIZEOLTIEIEZ L — 22/24

Bun 1.4.4—%t % 2\) T EIEISRESE, bun build --compile DE—ZT77 71 ILHBEIL R
L 5%Brotli CVEXTIS - EMRRR I RHE

=
Lo

BrotliA{#& / Python brotli / 1.0.10°1.1.1-1.21/1.2.1/1.21.0 venv: A>T F I CIZEH

brotlicffi

Envoy / Istio 1.40.0 - 1.39.3 - 1.38.6 - 1.37.8/ EIE & TBrotliBR 7 « L X —Z 3k
1.299-1.30.6-1.31.2

PHP(WindowsHR) 10/26 L BEDEBE L KR 210D R

VMware Cloud Foundation = VMSA-2026-0008.1(10/2723F4 * Broadcom#n'Critical(CVSSv3 7.5~9.8) & ¥, SDDC
10/28%E%h) Manager TRCEDEAN(9.1.1%139.8. IBRFBXTR L IR

), [ChE#RdHD — RBIDIELE - FIBIZVMSATHERR
Palo Alto PAN-OS BRYySITq4wIR PA-Series / VM-Series @ 11.2.4L4B& T, BrotlilRE X TLS

EEOMAZEMCLTVWRIBEDARE, EEM VR —
TIx—2R. 11.1 - 10.2RIFFE%L L, B L TBrotliT
YA—F 4 Y TEMEDOCLIRE. RABOER> 7 *F v
DR, FEMILPalo Alto RN T R/N 1) THESE

o SURA LEHHDH—DIRAMNL(Node.jsizT—0T7 >0 REEAET)o node -v/bun --version TEH—/N\
—«Cl-a>7F+ZHL,
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https://nodejs.org/en/blog/vulnerability/october-2026-security-releases
https://nodejs.org/en/blog/vulnerability/october-2026-security-releases
https://github.com/google/brotli/releases/tag/v1.2.1
https://www.cisa.gov/news-events/alerts/2026/10/27/cisa-adds-two-known-exploited-vulnerabilities-catalog
https://bun.sh/blog/bun-v1.4.4
https://bun.sh/blog/bun-v1.4.4
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o AVTFHIIMEDET, node:24.22.0-alpine FNEVEOHRJIIBEILR LTHHIHRF F,

o EE: )/N—XFOF T /WAFT Content-Encoding: br ZZHE 1 U T X k& IEF (fetchiSERNEBHIF A L))o
Cloudflareld10/25(2#&%1)L — )L (BERE Log) %= iB .

* GitHub EDOHFAAREAD TPoCy TRF v+ IETILT T T7EADEN — BEHIRIETDH,

e [ENode.js'J ) —XTTLSTR X MRIREE/N /NI EHigh 32 SO0 HEENBEEDZVWIT VZ AL -
ClZ1B5%).

2.3 Python — ssl @2{§ & eMudhra FitFAEfIE

1152556&%@ Python : 3.15.2,73.14.10,73.13.18,/3.12.16,/3.11.18 T115557 (CAR{S#E1tL) - 114583 (tarfile) %HE
R, B3%RGIFY —XDH. |H19445/19553(EBIENS |3 R EREED,
https://blog.python.org/2026/10/python-3152-31410-31318-31216-31118/

B20RAEZESD (2026-11-01) : 345 F: CVE-2026-115557 / CVE-2026-114583, FEER&EEMH: 2ECARRE#EDssIZ7 Oy 7,
tarfile.tar_filter CREALEER ) > V4B, http.cookiejar&versionfEZHET, 3H4l:3.15.2/3.14.10/3.13.18/3.12.16 /
3.11.18, FREBBUNMIY —ZADH. BRAWR: BUS LIcAHANX TIIEBRAZHERE I, RHES: [H19445/195531E A&
[ RFMER LB, BRIl RHER] / RER? / RNEE3

F0RFAEZES (2026-11-01) : FESREER: pipdvendor CAYOSR k7. BEEASSITOw I DEWTEE, W EE
MutE §BE CTpip26.2.2 / certifi2026.10.19 / uv0.13.6, BffFvenvb BIFEER. EBARNR: SEIEANEERISKRER. RAER:
RULRESH / EFHHE. B QXNER]

fI=E RE pugl]
CVE-2026-19445 [FXP SNIT—JL/\w & TSSLContext DR FIFA(REREF T~ > 3.10.22/3.11.17/3.12.15/3.13.16/
CVE-2026-19553 7.6 v 2%)/ wrap_bio() T server_hostname ZE3 AW 3.148 UL
SERASEREE N R E THER
eMudhrafEICAE DR X L\ SECAHREHEDssI 7Oy U, tarfiletar_filter CRFELE:  3.15.2/3.14.10/3.13.18/3.12.16/
(2.5 F LRERE) 1) > 1R, http.cookiejar&versioniEEHEEL, CVE- 3.11.18, HRBEUNEZY —ZXDH,
2026-115557MD 1 1) — 2 g B % NI FFR THESR. CVE- A RMEE EBE Tpip26.2.2 /
2026-114583 (tarfile) X http.cookiejardEEELET, certifi2026.10.19 / uv0.13.6, Bf7F

3.14.10BRIR—C DR B IF10/25, ftFR% - 7O DR venvh RIFERR,
BB IS BURERR,
EIRRH S DA - SEHERIBAREZ L ¢ |Hssl CVE-2026-19445 / 19553MEHAR « {E1EAR. SEIFESE L -BE2RE IZXBT 3,

AR BEFEvenviDpip - certifildBEHESR T %o IBRRDpip vendor CAXOSR F 7 ICEAT 278 %. BHFIEAsSID
SEFMEIEZ 70y VBARICHERGEARA LAV, pipDvendor CAYLOSX k7. EFEAssITOw 7 DiEL
ISR
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2.4 Ruby — Onigmo(IEMKRFI > V) EIEL resolv gem

11828 E/E:R - Ruby : Onigmo4fFi34.0.9,73.4.12 /3.3.13IC21E1F. WBEMMKDIERKIE I > /N1 ILHEME, resolv
{30.7.2. Ruby3.3130.3.2,
https://www.ruby-lang.org/en/news/2026/10/23/regexp-fixes-for-gitlab-cves/

FE20RAEZES (2026-11-01) : 54%73F: CVE-2026-89078 / CVE-2026-93577 / CVE-2026-97229 / CVE-2026-110264, HEE3
EFE: WBEANDERKIEI /N ILEO X EURE, BREECOERRRILITRSIEZLE N ‘tnFEEHo S £EE
Ruby4.0.9/3.4.12 /3.3.13, 4.0RFDFIEHEEIZCVEC CICEH D, ERIRMR: GitLab TCRCEEAABE L DARFHH, RE
FOMITRERIEL TULARL, 1B /BRI

F0RRAEZES (2026-11-01) : EEDOS resolveriEft & gemiEH% XA, &iFgemiZRHRERT 5, AIF: CVE-2026-
80212 / CVE-2026-80213, FEERE0H: gemiRHIDNST X E MG /R R M BIRIETE]l, EiBDOS resolvertEit & (d5l, >
40:0.7.2. Ruby3.3(30.3.2, 0.4.0-0.7.185 K TV0.3.1UFIARE, ERAWKR: RHES. BHL AXERL

] RE Fup Ul
Onigmo M /N4 WEENELEXFIZERKRReLTAYNIILTEZT T Ruby 4.0.9/3.4.12/
(GitLab @ CVE-2026- TIEMRK - B4 —/\—7 00— — RCEICEARIAE(GitLabTR | 3.3.13(10/23) AAIASEETSE
89078 /93577 /97229 / fiE)o Regexp.timeout ¥/NZ—YRHEIRTIIFIFEW, Ruby  BWAAN S Regexp.new Fz= L
110264 OIRAFRA) BIICVEZEIFE L TLA WS, ¥ ¥ F TIEGitLabfIOCVET %L

B
resolv gem EZHBDNSIHETXEUB(DoS)/ KR &i&EHEDE[E] resolv 0.7.2(3.3%1£0.3.2)

CVE-2026-80212 / 80213 (SSRFXEEM I D kiT)o Resolv « resolv-replace ZfESIBED
&(BEDNet:HTTPESIEZY)

2.5 Oracle Java SE — CVE-2026-91403 EE)(EFINT7 5 — I)
1182HEHER - Oracle Java : 1148201310/30 Rev2 DA A A RBMNZ FEER. mFTJava X 7ol NTUEM. BaEAEIPAD

BB, 2IDKT+« X MUE 21— 3 > DRITARITS EIFRIRTE.
https://www.oracle.com/security-alerts/alert-cve-2026-114820.html

F20RRAEZES (2026-11-01) :1148201%10/2447kk. 10/30 Rev2 TDB/AHF/OPatch/SPMS%# BN, #%3!+F: CVE-2026-
91403 / CVE-2026-114820, FEEREEMH: 91403IFFRMICARIEFE(L. 114820I%R:E )L — ~CAHIBR. %&10/308KET T
DB/AHF/OPatch/SPMSiBMM, Xf4lL: 91403 CPU426/-HN 2114820 CPU42TE % FESR, 8u511-b33&25.0.5.0.3+10)10/24
J— k. %&EbaselineRIC11/17/210.0.3+168&. FBRWR: ARNBEANX TIIEERB KM, CVSS3.1139.1, XK
5. 2IDKT 1 X bV [ 2TRFEFHUEIERR / PADAER. 1BHL: RHER / RHER2 /| KBRS / KBRS / RHERS

Java® O— R TIE % < . EREER eMudhra DRRICASEFAEZ S OMERI /AL L. JDKEHRDIEER kb 7H
TNZERLTLESHE. BEAZICEBZTLSAD TXL - BRI ZTIARDIRIET DIRIFAFEI D 5 3,
GraalVM. &OpenJDKT« X k1J. Node.js * Python®CA/N > RILICHRE CXHBHA 27

o RFDJavaBFHEMEIRY B, CVE-2026-91403DCPU426 (FRICARIEREIL) 72513 THR . #%HCVE-2026-
1148200 CPU427% (BEiE/L— M CAHIRR) = RIICHESS. 91403 CPU426II/NX 114820 CPU42T% % HESR.
8u511-b33¥25.0.5.0.3+1010/24 / — k. #%HEbaselineR(C11/17/210.0.3+168&, 77 UEMIRE - I>F
FENR, £IDKT 1 R b E2TRINEFHEERR IS RESR.

o FITTHRWEE(Oraclen): cacertsz/N\w o7 v L. &ZEIL— MEZHIFR L THBIEE), eMudhra&DiE
FREFRRZ & S EREIFTLSH KRB L S5 2 D THBIHES,
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https://www.ruby-lang.org/en/news/2026/10/23/regexp-fixes-for-gitlab-cves/
https://www.ruby-lang.org/en/news/2026/10/23/regexp-fixes-for-gitlab-cves/
https://www.ruby-lang.org/ja/news/2026/08/27/multiple-vulnerabilities-in-resolv/
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https://ops.java/emudhra
https://www.oracle.com/java/technologies/javase/8u511-b33-relnotes.html
https://www.oracle.com/uk/java/technologies/javase/25-0-5-0-3-relnotes.html
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keytool -delete -cacerts -alias "emsignrootcagl [jdk]"

keytool -delete -cacerts -alias "emsignrootcag2 [jdk]"

keytool -delete -cacerts -alias "emsigneccrootcag3 [jdk]"

keytool -delete -cacerts -alias "comodoaaaca [jdk]" # JDK 8 |& -keystore SJUDK_HOME/jre/lib/security/cacerts

$7 Microsoft H[E URIZET eMudhra G3 JL— FEEBEE % Windows D{SFEY X kS HIBR(MSRC 108 7 04)s Windows ET
eMudhraXR DFEERE %= 5 5 et - BAIFEKKL 5 3.

2.6 jackson-databind — CVE-2026-110879(BYi&EED § D #kl7F)
I LIRRD S Ok - SEMERBIREEE Lo UTOMRES - BRI - 4 - Y2 SEORKERFERE A CBIRL RV,

Java TRBLEDNBZISONT A TS, 95 RBTREIEESE 38 (@JsonTypelnfo(use=CLASS). default
typing) T SMAIDEY 72 IFREE LEHFEL DS |H - BEFIDERDERZIRIEL TWLWED o 7=(68 D CVE-2026-54512 D&
ERN)e WBENEXSTISONTERD Y S RAZEMTE. Spring "HBIIRETIEAT > FEITE THAL. HET
5T 9.8(Amazon Linuxid8.1), FEREICAnthropich'& £Nn 3,

REnH {EIERR
com.fasterxml2.10.0~2.18.11 /2.19.0~2.21.7/ 2.18.12/2.21.8/2.22.4
2.22.0~2.22.3

tools.jackson 3.0.0~3.1.7 /3.2.0~3.2.3 3.1.8/3.2.4

e Spring Data Redis @ RedisSerializer.json() / GenericJackson2JsonRedisSerializer. Spring Security @
I[BJackson 2E€Za—ILIZBIE CCDRBZED —Frvia - -y arICENEZTAD B3R5,

e FEEZ: mvn dependency:tree -Dincludes=com.fasterxml.jackson.core:jackson-databind / Gradle dependencyInsight --dependency
jackson-databindoe 7 L —ALT—2 DBOMEHDARY FEER.

* B TCEAVEZEMREN): GETIRVT—RIZIFIRERYE—T 1 ALZFEDE, FFaIT3REHRD
3. Frvia- -ty ar ADOEITAAZHIR.

20265F11A6H EMFER (EEEH)

OpenSSH on musl libc — CVE-2026-123158 (F#sE:EH)

musl libc [£2012F M = v b b3c4ccl2 T, crypt() DREEFIC NULL TlEA< M) ZIRYERFHC L=,
sha512crypt (& DoS SR THERZ256/N1 MMIFIBRLTHD (KEY_MAX256). 257/N1 A ED /XX T — R Tl
crypt() BERBL T ™1 %389, OpenSSH (320164 (CVE-2016-6210 DXfEKR) N5, RELABV Ny a%#F
TeBWIA—H—THMT7H T bDsat TNy > 25tE8%ZI1T5 728, shadow D ™) CHEHFERD ™) H—HHLE
%, FERELT NRT—ROJAVEBIELI=T7 AT > b (root. BERAI——. Alpine®AWS/Azure-f X —
CBEI—HY—F) A B5TIXFULEOFER/NZAT— R TEREAEEBE T %, NVDIE TOpenSSH 10.6p2 K. musl
libc "D PAM %) rE8& L. CVSSv3.18.1 (AV:N/AC:H/PR:N/UI:N). CWE-394, {EIEIx commit 4353fdc
(pick_salt DIEIET. $EHWININT D4TLE),

EFEHIER : Alpined> 77 T sshd &b L. PasswordAuthentication ZE%IC L TW 3B ITHENR, PAM %
ESHEM. /N7 — REREEZ ML L 7o D A DIBRIF HELAEIRICES BV rootZ ") THY I LEERLT
WBHBEIE. ETICCORBORHRICERT %786, OpenSSH 10.6p2 LUIEADEFH Z B4 %, NVD status I&
Received (2026-11-06BF5), https://github.com/openssh/openssh-
portable/commit/4353fdc43ef646c43a8dda7025¢cc1a898caf1482sshhole.com (FRFREMRER)

OpenSSL 3.4 /3.6 DEOL (25T

OpenSSL 3.4 (320245108228 U —ZXD@ERRT. HEFDHE (GELTSIF2E) 12&D2026510H22HICEOL,
3.6 1320255F1081HY U —X T, RITAHH GELTSIZI3INA) 1&0202651181HICEOL, WIFNH Lt +a
T EEDRMEIIRT I3, EOLIE TEBICHEE) WS EMTIRA <. %R T 3MEEICHTIEEND
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https://github.com/openssh/openssh-portable/commit/4353fdc43ef646c43a8dda7025cc1a898caf1482
https://github.com/openssh/openssh-portable/commit/4353fdc43ef646c43a8dda7025cc1a898caf1482
https://sshhole.com/
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EINBVEWVWS B, &#Fik4.1 (2027F11823HFT). LTSIZ 3.5 (2030F4H8H £ T), Extended support
(& LTS DAHDYRT. 3.4/3.6 (FXIRAN (ERIMEEXIFATRE C 5C&L) o https://openssl-library.org/post/2026-11-01-e0l34-36/

PHP OOM & (CVE-2026-109618,7109619,7115560) (iR{{iwAk - E=HIRL)

PHP (& OOM B¥IZ longjmp() TU I X FUBZEFHTE ZH. —ZBA>TF X T OREED X T RED P
TNV (CWE-416), CVE-2026-109618 (& CVSSv3.19.8,/v4.0 9.2, NVD status |& Analyzed, CVE-2026-115560
I& NVD k&£ (totalResults=0) 72h%. Cloudflare @ WAF changelog A' 109618,7109619,7115560 M3f4% % &
HTBRLTWVWS, NVDREHF=MMHELL. TIEEL.

2026F1187H EBMMMESR (FEE2EH)

CVE-2026-98432 MUbuntul) ) =R X 7—2 X (3Rt : Ubuntu Security)

Ubuntu @ CVE R—Z &, linux /Ny 7 —JIZDWVWTROKREZRLTWET (2026-11-07HX18) . Vulnerable
work in progress) IMEIEfEEPZRHKL. BEFOHESETH RL2) THHD FHA. HEEThBIN—23 VIdME
Erh - BEBEADONRRTHD . BERBEADEBEMEFHAEZBNTLLET L,

Ubuntu ) —2X linux DIREE E AL B

26.10 (stonking) EEEH 7.3.0-10.10

26.04 LTS (resolute) fEZ (Vulnerable work in progress) 7.0.0-43.43

24.04 LTS (noble) R 6.8.0-149.149

22.04 LTS (jammy) = 5.15.0-203.213

20.04 LTS (focal) =s (IN—=TarkEHL)
18.04 LTS (bionic) % (N—= 3 VKRR L)
16.04 LTS (xenial) =43 4.4.0-293.327

14.04 LTS (trusty) x4 (Not affected) —

TREA—FRILTIL. linux-aws « linux-gcp « linux-oracle * linux-raspi @ 26.10 H* 7.3.0-1004.4 TIEIEFH. linux-
realtime + linux-riscv @ 26.10 £ 7.3.0-10.10.1 TIEEEHATTo —7 linux-azure D 26.10 (F[F L 7.3.0-1004.4 &
WSREET MEEHR] L NTED. Ny =2 TUICREBIZRLD £9. 24.04722.04 DET L —/N\—I3BHE
¥#hT. 20.04 LFIEN—2 3 > REBDABRLV Vulnerables M28% HH £ J, linux-hwe %(3% < ¥ Notin
release T. 18.04 & llgnored end of standard supporty FEDREHH D £9. 14.04 D Not affected) IFHFX
H—FIIHEEZZITHEVWEWVWSEKT, Y R— MIBORRECIZRITY,

EHEOHAA { BEBHLARINLUI =X/ Ny T—Jid, BRESNRUBABF I 3HRTY, EEFD
1) =3 RETHMEIERZ NFET 2 ETHOM. HZREE GMEBH 5 OTCPIER & SINBENEXR S K) D

BEXZTIF32EANEZSNE TN, RETHEHNOEMEZI/RALTVIDITTIEHD FHA. KERGITRMETT
DIETERBZATZMEOERFIEZME L £ Ao hitps://ubuntu.com/security/CVE-2026-98432

UbuntuX—> OEEHRRICIFERE (priority) REEEFHEY T X T LDOHBANZHER TET EFEATL. NVDHEID
CWEIEAREIH. CVSSv3.1139.8 (AV:N/AC:L/PR:N/ULN) T,

GhostLock (CVE-2026-43499) %> f-EiEERKLPED

20265 118. BlackBerry KEYone BBB100-2 (Android 8.1.0. kernel 3.18.71-perf-gc924168. build ABS154.
security patch 2019-03-05) (ZX9 2 O—AILERFBOEEN R INE L7z. GhostLock (CVE-2026-43499)
EH—RIWNEZFIAAHT) T4 T LTHL. adb shell KNEXRNZIREED S root #1823 HDTT, bootloader
unlock ® 7 7 — LI T 7ESTRRIFFRBL TN TVET,

[FIE (Bf) : 3.18% 0 futex_requeue I& FUTEX_CMP_REQUEUE_PI #2B& T rt_mutex_start_proxy_lock() % i
U Tv ROy 7&&END -EDEADLK %R T & remove_waiter() ICHEHF T, T DRRD remove_waiter() [3751&EI T
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https://openssl-library.org/post/2026-11-01-eol34-36/
https://ubuntu.com/security/CVE-2026-98432

FEYV T bU T THEFEERES 526k 2L.EBIVERTL

37 < B1T7E (current) DREEIREL. T 5|2 -EDEADLK 2R Tld requeue_futex() MEBREINZ =0, Fig4
22 D pi_blocked_on "ERX & v LD rt_mutex_waiter 5 L7 £ £HD £9, D%, FREEED
remove_waiter() H'C D L) waiter 3L D, waiter->lock ICBW\ /o0y o Z#H LT rt_mutex O pi_tree &1
(rb_erase) ZEEBT FLAADSNA FEZTAHCEALET, REARKIICDOEZTAAT
security_hook_heads.capable @) X b & ZICL. 2701 XD capable() Z 0 (2 LT setuid(0) &L £ 95

HELPRR : capable 7 v 7 OEMLIZST O—=NILDD—BH T, th7 Ot XDIERKZELEFHCETC2H. 1~2
PEETHEMCED CHATNTULWEY, BEHTEIBLET. AJRD kU bootloader unlock [ET EF 7L
CBEEELTHD (RPMB, TrustZonefl| DEEERHIET. KEY2[EIT D kibo |& KEYone ICERATE ALY, root NG &
unlock IZBIEET Y,

BEEED . CVE-2026-43499 B1K(IF2026FE58 NBID A1 — % JLUAFT. CVSSVv3.17.8 (AV:L) OO—AHILFEHET

T LO L RIERTRIETILPEFI—> 2 LTSN & Ty Android 8.1,73.18 H— %)L D & 5 AREOLEHAR
ICHIT3 Tadb B ERRIRKISYIBIEALD S root FTREELES1 CCHEMKELF LT, CISAKEVICIFIEHS
NTLEHEA (2026-11-07K =) . KEVRISERIZEADBZVWC L ZEKL EFEA

BAfEMBIDRIZ : EOLDANdroidink Tldk. USBT /N4 (adb) ZEMML L. InREYIENICERT 3 UANDIEAR
FHHD FtHA RUVA—EBELFRAD T WVIERIE. EFT —FDREFEL - Bk LTOFAXZREETIR
T,

/A ARFIILHESNIPoCOFE L FEOENETERV. XEBI-FOEIRFIE: PTRLRE- A7ty

b RITFIEBEL FEA. MMEHKPUAOEETORBAOERIZ. BRE (RETI7ERXITRORIEFICEAT S
AR BFIERIBEEERNERS) SLUBEEATEELRDEBET, RAZBEHNFE - BRI IMBICESNE
9, https://github.com/giannoccarol/root-keyl
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3.4 —/N\— - B - 8

$E26kRDIRIEEHE : AR DEFIIHEES - J 57 - CVE—EBOBELEM. 1188~9HIC—RIBERTHERTEI-ER (£
[&. CISAKEViEf. Chrome. Brotli;ZA&Mi%2AI550) DBFEICEREL XY, 8V 7 bUx 7EDBFCMmE EBECVE]
10 DNVDEEERIZZE26hR D5 DA T, IBMRAED TAKB1 5B EHROFAEEIELET,

3.1ISCBIND 9 — CVE-2026-94300 XY |3 H RIFFRAT 314

11H2HB®:3 - BIND : 943000 GSS-TSIGE %5, CVSS3.18.1. 9.20.30,79.21.27,79.20.30-S1. BXFI[EEEsRA L -
ISCiactive exploitZz 8858 L TLWA WS T HERR. M3 DERAN IEAH KRB,
https://kb.isc.org/docs/cve-2026-94300

F20hRFAEES (2026-11-01) : ISCOEAFH L ERNIEER ORI % XA, [HABIPoCIERISAKRMER. #blF: CVE-

2026-94300 / CVE-2026-19630 / CVE-2026-96888 / CVE-2026-97313, HEZRERMH: GSS-TSIGHXIC L % X E ) IE/RCERTEE

148.1, BIRE RS, redirect+strict QNAME. &3 RPZDDoSIEE 7.5, XF4l:9.20.30/9.21.27/9.20.30-S1, FERIAT

(SEEAIEREEE 7 Lo EAIRM: ISCIZLV I b active exploits #5358 L TULVAR L ERE, tHARMIEERDFRIETIEAR L. &k
22 NEPOCOIED, ARHL: ARXEEL / AREED | ARXEE3 / AREEM4 | AXERS

bi={ =] RE

KA GSS-TSIG(ADEHEDENIDNSEH Z) DBLFE X v —I D LA TAEVURIE > Ik, KERET
RCE, [FB¥ICDOSHR3M:(CVE-2026-19630 / 96888 / 97313, 57.5)o

-2 9.11.0AF#DIZIFELhR(9.18R 4 K EOLICIFMEIER L), BRIEKERIEHLEIPoCOIERSD Do

R 9.20.30/9.21.27(S1439.20.30-S1) T4t £ L D TIEIE, T—U 75> K1 L(ISC « JPRS). GSS-TSIGK{EH

THLERIBECTEH. BHE named -v — B & THES

3.2Linuxh—2RIL —4RFE2 T HT MEEH—RIL+ECE

11828 8B#:3 - Linux : Ubuntu98432 generic 26.10,726.04,724.04,/22.04i%Vulnerable work in progress, #&g/\—
3V EBRHEAEMEEREFEE %V AlmaLinux®PwnEscape & ZDI-CAN-33367 D ABEIEAR IFBIARECE & —Fo ZDlIF R
I TCVEFRIRE-

https://ubuntu.com/security/CVE-2026-98432

F20hRFAEZD (2026-11-01) : Red HatDIR1TEHM (L Critical/9.8, FHMEZE HEFIIARMESD, A+ CVE-2026-98432, FE
S0&0M: Red Hat Critical/9.8. REZFERMEH S X1 X VI HEIC & DRCEAEEM . RRFEFHAIIMPTCPIRE TId% Lo
¥F40L: Red HatWIPF 7> 3 > 2 SLBEDIRD 7 1 LR —#EMZ KA. TLBHLEFRA, Ubuntu generic linuxid
26.10/26.04/24.04/22.04TVulnerable work in progress, ZERIRM: FHZERAE & REMIZX A, S EIRER/KEVIZREE
58, RHESR: EiimboxidAnubis / £RHEL errata / £Ubuntu flavor / EFMEER— / SMEZE A, BHL NXEEL/
/\Ill»é\i: 2/ /\Ij=§‘i: 3

F0hRFAEZES (2026-11-01) : 35IF: CVE-2026-99999, HEEREEMH: PwnEscape VM—host X E UK X LV /{21E/rootR
ife O—HIILEBERHARNE K. XHL: A%:8=4.18.0-553.177.1.el8 10. 9=5.14.0-687.59.1.el9 8. 10=6.12.0-
211.67.1.el10_2, EFRT: A REIIFE. REMIIKRRER, B 2B

FE20hRFAEES (2026-11-01) : 55 F: ZDI-CAN-33367, HESREEE: O— 1 ILIEFMHEDN Sread-only 7 7 1 JLDpage cache
I A HERFE. X: 10/2874F:8=4.18.0-553.178.1.el8_10. 9=5.14.0-687.60.1.el9_8. 10=6.12.0-211.69.1.el10_2
BRI 2RPoCELARNER. REMIFARER. CVEIFEUE LA THRIFS., RER: ERER/ 7 X MU, 1B
m: /;\jI :éi"i l

1

B nE iR - ¥
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https://kb.isc.org/docs/cve-2026-94300
https://kb.isc.org/docs/all-bind-advisories
https://kb.isc.org/docs/cve-2026-94300
https://kb.isc.org/docs/cve-2026-19630
https://kb.isc.org/docs/cve-2026-96888
https://kb.isc.org/docs/cve-2026-97313
https://ubuntu.com/security/CVE-2026-98432
https://access.redhat.com/security/vulnerabilities/RHSB-2026-016
https://access.redhat.com/security/cve/cve-2026-98432
https://ubuntu.com/security/CVE-2026-98432
https://almalinux.org/blog/2026-10-16-pwnescape-cve-2026-99999/
https://almalinux.org/blog/2026-10-23-zdi-can-33367/

FEVT U T THREEEREE

PwnEscap
e
CVE-2026-

99999 [FXED

Infinity
Core(6ff)

ZDI-CAN-
33367(skb
_zerocopy)
7.8

KSMBD(ZD

I-CAN-
33774/
33549)

(9.0 x2

TCP UAF
CVE-2026-

98432 (X3

3.2FESREE: TCPOD |RFRZESEET -
& - SEMERIBREAS Lo MPTCPRIRDERIER .

FIRRDZDIERE LD /Ny Fa Ly WS HAERITHUA—EER LA L,

E,’E{O J: /)Il;)ik

E526HR

T 2RMBZEZF v I T LBERERISDMELC. IPVANYAE EEET SR +
DAEVRZL « 2VMELE « R b TrootE1T(R:E). HISERH STFE

Timer - Signal * MM - Futex « Scheduler + SLAB OB HIAZ, KBTI 70O

1 +HD, 1ERFHK - 2> T FBR - Android

O—HIJLIERSF . < PoCTAImaLinux 8/9/10. Debian 12/13. Ubuntu
24.04/26.04 D rootEVS % FEER

H—FIILABESMBY — /N — D FREERI D EFE 5t HEX D /SMB Direct®/\w 7 7 {818

Red Hat Critical/9.8. REELERN S5 X1 IV JFREIC K SRCEMAE, AXFE
FHEAIGMPTCPRRE TldZa W\ [E19RRDIRITESE - FHERESE (SE1ERIBREE
7 L)] IPvA TCPOHEGREIIAIE T, REHRU I I X ~DIPF 7 3 > (Record
Route/Timestamp)Z AE—ETHY 7 v MIETL—X —BESYNEFHET S
CPUNRRUE#A X EU %550, Anthropich'10/27. ClaudeiC THIHEZ7O> 7+ D
&1 TENMELIIIFOA MH MPTCP(WILF/NRTCP) ) R+ —%#FHD>H—N
—CXt LESREEY) E— S TroottERD AT Y REFICHINL It e AR (A—RILT
FLRARRAWETA8. I— RETREEXTI5IC57)e N—RILFARTF — LFHE
9.8, Red Hatld%#]5.9~8.1(Moderate~High) & §Hfi L TL\7=H'. 10/301FRHSB-
2026-016T TKRFBFDRBFBHREEN COHREREZERL T E—FI—RETZ
EMLS%1 L TCritical(&@)A\FHEZ5 | E Eif . B43DoSTIE%Am<RCEEC L
TI/XS CeZBBEE, IPVOIIRRN A —F 3RED=D). ERIIASZR R TRE
F2(CISA KEVKIBH)

FHEEE R -

- D ZDIZEMHIF S EIRE.
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3. —/N— - B - iaR

#%:8=4.18.0-
553.177.1.el8_10. 9=5.14.0-
687.59.1.el9_8. 10=6.12.0-
211.67.1.el10_2, FAREFEL
KBAIXHR. TORELERR
bR TT i R,

BEA—xIL, BEFETERET
FhunwO—AILa—H—-Cl>
a7 RNLVFTFFRAVTF
EEM IR0

10/2874%:8=4.18.0-
553.178.1.el8_10. 9=5.14.0-
687.60.1.el9_8. 10=6.12.0-
211.69.1.el10_2, CVEIXEWS
LA THRIFEE. LRER -
b7« 2 b UISKRRESR, [
MRDBER S - BEX (5
EIE&EEA L)] J:iﬁﬂ*IEti%
<T—J(10/268Fm), &
user.max_user_namespaces=
0. IPsecRfER% 5 esp4/espb
70wy, KernelCareEn >
ATNYFHD

KSMBDZ > CTL\AITNIEE
21— JLENL(RHELEEE IXIE
. SambaFBIETRN).
572 5445/tcpENERAFI L
AN

Red HatWIPA 7> 3> =8¢
BEDOED 7 1 ILZ—ENZR
A, FTEMLEFRA, Ubuntu
generic linuxi&
26.10/26.04/24.04/22.04T
Vulnerable work in progress.
MPTCPEZNLTE 1T Z T2 RAL
& L%V, 2RHELerrata *
Ubuntu flavor « EFAEIERR—

BIISEIRMESS. F1MRICH
3EFEIEIL RIRPMTr I Y
EmAAHHIEZ SEEREA &
L TEDLERL,

IPv6 « KEV. Infinity Core / KSMBD& & TUMthT« X 1) D IHEEE LB 19k H 5 D
NILDIPvA TCPEfARE WS HERBZER L& WL,

AlmaLinux®ZDI-CAN-333671%10/28 A HKE s %= FE
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3.3 Apple —i0S /iPadOS | macOS 27.2 |Fh—F E$1(10/26)
I LIRRD S Ok - SEMERBIREEE Lo UTOMRES - BRI - 4 - Y2 SEORKERFEREA CBIRL RV,

15H nE

FRIE i0S /iPad0S 27.2 T160f4#8(WebKit 3048, 1 —RIL#154), BHED macOS - watchOS - tvOS -
visionOS - Safari 27.2 #&H 329 D E B K554 (9to5MackEst),

FHEIE Apple Intelligence BATERBN ST —RICT I AINS ZME. TX—ILZIERF TEHDT KL AWK
NZMBHR Y, BEAAZEE (Calif / Stefan Esser ) Hh'#Res L 7265 HI8IE, FERE & L TAnthropich3f4.
OpenAlDY 4t THITEICIBHL,

EB macOS Gatekeeper [El8# CVE-2026-112512(/N ZUIRDRET. LOT T THREMRZ T DIRITS 5. WA
EHEOT A & LTAK)— mac0S27.2 / Sequoia 15.8.2 / Tahoe 26.7.2 TIEIE(NVD), WebKit: Web~—
ZR P TO— RARITEIN S 3 KME(PC Watch#RiE)— iPhone « Mac Z&H o

EH Appleld S EIDEBEICDVWTERDOmRERZRAL TULAL(10/298F2K),
pog Ul RIFKRE2T2NRE > —MR >V I MV 7T v TT— o 2IANLEIFS NG WVIBERER T OBEH L Apple D

t¥xal) TAT Y 707_ I\_%—Cﬁ%*\%ﬁtﬁ&%ﬁgn’mo MDM%EEﬁ%*‘;EE{E%mﬁU Lo

3.4 GitLab & Apache Tomcat

1182E B33 - GitLab / Tomcat : GitLabsFBAEXIG7%% « Runnerl9.5.1 « X% v Fhr%Z BRESR, GitLabSX DA
BB IERMESE. Tomcatl1.0.27,710.1.61,79.0.123 ¥ HTTP/2 + JNDIRealmZ FEER, 10311913112 A THESE L bR\
SKHER LB,

https://docs.gitlab.com/releases/patches/patch-release-gitlab-19-5-3-released/

F0RRAEZES (2026-11-01) :BAISERAENIG111943, ABBAKRES. FEBHEHE LAV, |HI7229@7! -

KEV/AlpineldRB&iE. %5F: CVE-2026-110264 / CVE-2026-111943, FEFR&EE: 1102644 RE2SERCEAHEME10.0,

111943|FBEHRICAO RN ERE b, FHL: SERFZERIGCE/EE:19.5.3/19.4.5/19.3.7/19.2.10/19.1.10/19.0.11/18.11.14,

Runner19.5.1. Al GatewayBl&E#, 19.5.2/19.4.41ZXF v 7, ERIRR: IBKEV/AlpineERIZSEIRHERS. RMER: 19.5.3
NBIE / 97229fERIRSL / KEV/Alpine, BH#L: NHEEL / ARER2

FE0RRFAEZES (2026-11-01) : 34%75F: CVE-2026-101356 / CVE-2026-101296 / CVE-2026-103119, HEsR&EH: HTTP/2:E
#%. JEGSSAPI SASL JNDIRealmzRiiEfail-open, AJP103119(311.0.0-M25-26% F#Es3, ¥f4L:11.0.27/10.1.61/9.0.123,
103119&;11 0. 27En’CEEW ﬁﬂ%’iﬂkﬁ%&f#ﬁﬁﬁ LW, ERWKR: KER. KR 2RTIIEZE ORI / ZEM, 1Bl

R FE L HfesatE pup !

GitLab CVE-2026-110264 - 97229 ([TXD): CIEREZ DMT L 7= ERRIF THREE SEREE RS
RCE(1RAE & |ZRuby Onigmo. 2.4). |1 SAML+LDAPEE) > TOFH  CE/EE:19.5.3/19.4.5/19.3.7/19.
> ESED (8.2). OAuth discoveryd = v v 2781 X =>4 (7.5) 2.10/19.1.10/19.0.11/18.11.14

» Runner19.5.1. Al Gateway§
F#, 19.5.2/19.441F X F v
7o [HE19ARDRCEXFGHR (GE
BAER DT T &G TIEAL)]
19.5.1/19.43/19.3.6/19.2.9
o BB YRR RIFIPHIR -
VPN1t

Tomcat HTTP/2;E#R CVE-2026-101356. FEGSSAPI SASLD IJNDIRealmERziEfail-open 11.0.27/10.1.61/9.0.123,
CVE 2026-101296, CVE-2026-1031190AJP;E#RIZ11.0.0-M25-11.0.26 THE HTTP/2’\F#EJ AJPIEHE - LDAP
o 10.1/9NERMHEA LBV |B I8ffy) Z2RIEBOHHE LW (B BEEOBHMZER
BH8: JUNVU93110597)
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https://docs.gitlab.com/releases/patches/patch-release-gitlab-19-5-3-released/
https://docs.gitlab.com/releases/patches/patch-release-gitlab-19-5-1-released/
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https://tomcat.apache.org/security-11.html
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3.5LiteLLM — V) —XBBRBEICEL BFRNY Tr—2/(10/21)

11A2HBHEER - LiteLLM : [RXFEEYS T1.107.0. RFABEE+—KKM—Agent Platform—GitHub owner token& W5 58
20hRDEEERE = BiER. SEIOMEEZEITEALT1.17.01.17.1GitHub tokenE# L FFH IS T RA, HEFEIST
TIEE CEITHR - FEZ D 118 - 128 - 2027TF1RHARZ EMEH £ LAV, B - Trusted Publishing7Z 13 Tldi
BownerREZITAEL,

https://docs.litellm.ai/blog/security-changes-after-oct-21-2026

F0RARESD (2026-11-01) : FEEFEAFI10/23 21:00 UTCo 10/31~11/1DFWEH L IZL AL, HBIF:
litellm==1.107.0, FEZREEE: RIEPYPI/T> T FHERBEIRGEL « RCEY — Lo #IEDOTBRFISAHNHEEFE T5IEo
KHAL: BAEEE - BERIBHRE. |1H1.106.2EE (S EEZ, 10/23cosignBEEE., 10/24H\ 5 Fri#E Rk, 10/30verifiedE
o BREWR: AN EI4EEH % S, PyPI11:39:51-13:23. DockerHub11:46:56-14:20. GHCR11:46:56-13:51% T
(10/21UTC), KHERR: 2HEF5M DIRITHELR MR, BRI RHER / RHERD

F0RRAEZES (2026-11-01) : HIGHEEHE (FBH, CVE/CVSSEIE - N\FIEEF - BEHR - EERE M LAV, HAIF:
GHSA-w4cT-34wj-hqm8, FEERERE: REREETH—NIL T 71 ILFRAED - HEBE(S. master/provider keyiR X L\ &4
JREEroot Python3E1T, S 7> X0SSIFIEZ Y, WHAL: EIERRIFKRFESD. NINERHEM:callbackR ¥ —IBF/FRE.
egress allowlist. VPN, BRI EEAXRFER, HiaWEHRC I35, KFEER: CVE/ CVSSEE / xR BE / 2225k
[1EIERR. 1B#L: R BRI

Al’F'— k7 A LiteLLM®DPyPIfR1.107.0 E RIEO > T FICEMKIBIRGIEL « RCEY —ILHNEA. DXEERAEDRERA
BRI, BBV KRT b UICHK o o REINDAgent Platform B+ — — Agent Platform APl — GitHUbfB#giFr e & b
—7 >, |H TAEBLiteLLMO O WS RAID b—20 > Z2BIR) FRISVIBIREE TH DETIET B0 DNHNEMEH ZHE
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1EE2ER (Ubuntu CVE-2026-98432 ') 1) —R K&, GhostLock Z F U\ 7z BlackBerry KEYone D LPEZRFH)
xEAENBR, WEI— FOBRBERIIBE LA L\Eﬁ’i’ BREC.
Web v96 : 341588 (RHTLLMIEHR - ERREET /L - ARSELLE) %2026.11.07 TEH. K—LDFMA—F
I3VOSDIRRE % #EFF,
FE26RIAFI D E (S E, 2BEFH - 2CVEQRMITHEIRAIEEMBL TULEE A,

B2 S DEE R (F25hR)

T—RE#EZ202651158H18:00:00 JSSTAE#H . NVD 17,6734 % 24EYF (Rejected 656, Ki¥m 960. 7xk
7 7,368% PRI L 8,6891%) . 9.0L4 1,628, XHRAKEV 1745
HBEIZT7IRDSIET—RBES R =T —X THEM. Web (v97/images/security) & ANXZFassets TR—
N M EERLSHA-256% B, 12T > MRASIIE26RRD F FilkiK,
FAEIC 12026F 11 TH~SHDOFRESL BN : ST OFBERIEIEERE (1186H) CB2aXHE/Ny
=, KEVEHEM (#thd) . Brotli CVE-2026-111497 @ Neat &5%1. Chrome OEH A, BB TE AN
S -FIEBH R,

MHEECVE) E1I3EE26hRDNVDERERZ A (KRR T10HZBEUS L TV RWVWEZEER).
WEI-ROBRFIE - 7 KL EILE| ESHEEFBEH,
FHRAFI D ZE (TR, ©BEH - 2CVEDRMTBRIIFEBL TULEL A,

B2SHRD 5 DEER (5526hR)

F—ARE#E%2026FE1159H14:15:00 JSTAEH, NVD 17,5841 % 24EUE (Rejected 652, KiFm 938, Tk
7 7,379% FRA L8,615M4) . 9.004 1,607, HRMKEV 1714,
HBI T T7IRDOIET—RBESR =T —X THEM. Web (v98/images/security) & ANXZFassets TR—
N1 M EEBRLSHA-256% B G, 12T > bRAFIZE260RD £ F &,
FAEIC 12026F11H8H~9HDFRESL %8BI : ST OFBAERIIEIEERE (1186H) B2aXHE/\y
r—0 KEVERFRBIN (BihdE). Brotli CVE-2026-111497 O Neat £5%1. Chrome OE#FHHIT, BEETIAH
S -FIEBH R,

EBECVE]) Hil3EE26kDNVDEEERZ & (R TLOHZBEE L TLWAEWEZER).
WEI—-ROBRFIE - 7 KL EILE| ESHEFBEH,
FHRAFI D ZE (A, ©BEH - 2CVEDRMTBRIIFEBL TULEL A,

B2SHRD 5 DEER (55264R)

F—ARE#%2026E1159H14:15:00 JST (2026-11-09T05:15:00Z) NEH. AREFRIL20265108108
14:15~11H9H14:15 JST, NVD£17,584%ZHX43 L. Rejected 652 - K 938 - 7.0k 7,379%Z BRL /-
8,615 %18 (9.0L4 L 1,607, SRMKEV 174),

MEEHE - CVE—E - VS TI5R%Z#HT7— X THYEM. Web (v98/images/security) ¥ AXZFassetsidFE—/\
1 & (SHA-25688%4),

47



FEYV T U T THEEEREE F26hK 9. &

o FAFE(|CZ M2026E11H8H~9H DFRMESL) ZiBIN : Microsoft 118 Patch Tuesday |3 FEERRE (R2B) L
THEZEDN Y. KEVFREMOEHIEE. ERTOERBEASHKRE (TRIEHR) ZiBH. BRTIEN o1
1785 - AIBSEIZBRGD.

e SIHBECVE 104135250k (118 THEEDNVDEEER) = kK,

* WebVISTIFEEBRDELF 2V TAR—SERAABLRALIZEBRICBER L. ZEBOLF1) T BEREVZ
—EHE Bhg. TEEEICEH).

e WEI—-RFOBIRFIE - 7 KL ZEIL5| S FE8E,
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10. FEQFRE - ESFIE - hREE

$E26kRDIREEHE : AR DEFIIHEES - J 57 - CVE—EBOBELEM. 1188~9HIC—RIBEHRTHERTEI-ER (£
[T+ CISAKEV:ENN. Chrome. BrotliiE&Di3EIE) DBREICRELFT, FY 7 Uz 7EDBEFERLR e HBEBCVE]
10 DNVDEEERIZZE26hRD 5 DA T, IBMRND TAKB1 5B EHROFAEEZIELET,

$B21hRDENNREIRRL

® PHP ! https://www.php.net/archive/2026.php

® Node.js/Brotli : https://nodejs.org/en/blog/vulnerability/october-2026-security-releases

° Python . https://blog.python.org/2026/10/python-3152-31410-31318-31216-31118/

° Ruby . https://www.ruby-lang.org/en/news/2026/10/23/regexp-fixes-for-gitlab-cves/

® Oracle Java : https://www.oracle.com/security-alerts/alert-cve-2026-114820.html

® BIND : https://kb.isc.org/docs/cve-2026-94300

® Linux : https://ubuntu.com/security/CVE-2026-98432

e GitLab/ Tomcat : https://docs.gitlab.com/releases/patches/patch-release-gitlab-19-5-3-released/

e LiteLLM : https://docs.litellm.ai/blog/security-changes-after-oct-21-2026

® |vanti : https://www.cyber.gc.ca/en/alerts-advisories/ivanti-security-advisory-av26-1035

® Canonical LXD / MicroCloud : https://discourse.ubuntu.com/t/security-advisory-critical-vulnerability-found-in-canonical-Ixd-
and-microcloud/90557

® ClickHouse : https://clickhouse.com/docs/whats-new/security-changelog

® WordPress : https://wordpress.org/news/2026/10/wordpress-7-1-4/

o AIT—x > NATHE © https://openai.com/index/designing-agents-to-resist-prompt-injection/

2026511428 : B0 5 EDEH. NVDEMFEIT - AXBEST. GMOT35(F. WordPressRTUBRERR. LiteLLM
HEFE - AIFHIERHERM. BEBEEORMIEELTLEEA,

KROBHABELE ISHELHEZSR. UTOIRREH - BEIZERE LTREL. 2EEBRZ11AIBICBREEAEAL VSR
RTIEH D T Ao

SBMRAEZES DRIIIBZNRN2TOY IADY) > I %ZE2R, UTORBHESHR - BIROETEE - BEITBERROD
SR LTRIFLTED. EVEERRPMPTCPIREFDEEFHIISEDANED ZBHT 5. 10/31~11/1FR R H
CHEXTHER E TREE T S 1o REIE IS SEIRES. FECITHE LRV, ATBIERLITBEOLMBRFTIZAL,

—RIBR(RHIKEET - NS — - HEECE)ZBEL. REIFHRBICAW . SNS - BATA MIFHDND & LTOHE T 513k
DEMEHEIIFEREIZ. BI2RETOLHMIIFEREISEZ SR,

4 [E](5E19hR)E N0

e Red Hat RHSB-2026-016(CVE-2026-98432% Critical N5 | & £ IF. RCEREER) — https://access.redhat.com/security/vulnerabilities/RHS
B-2026-016

o [BEIRBHIY 1 b joho-todai.com [CVE-2026-98432) fZ&i50E (Eric DumazetExM2{T{EIE + Anthropic Xinyang Ge$RE D#&#&) — https://joh
o-todai.com/cve-2026-98432/

e CISAKEV(2026.10.30hR: Ivanti Connect Secure CVE-2026-111357 + 118527iB/) — https://www.cisa.gov/known-exploited-vulnerabilities
-catalog / Volexity llvanti Connect Secure Exploitation by UTA05761 — https://www.volexity.com/blog/

e NVD CVE-2026-111357 / CVE-2026-118527 / CVE-2026-104935 — https://nvd.nist.gov/vuln/detail/CVE-2026-111357

e WordPress 7.1.4 1) 1) —X ./ — (10/28) — https://wordpress.org/news/2026/10/wordpress-7-1-4/ / Wordfence TActive Exploitation Atte
mpts of CVE-2026-1199771 — https://www.wordfence.com/blog/

e Canonical LXD Security Notice(CVE-2026-112816) — https://ubuntu.com/security/notices / NVD CVE-2026-112816 — https://nvd.nist.go
v/vuln/detail/CVE-2026-112816

e ClickHouselxx{tz¥ 2 ') 7« changelog(CVE-2026-116366) — https://clickhouse.com/docs/en/whats-new/security-changelog
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Censys TProgress WS_FTP Server CVE-2026-842951 77 K /X1 1) — https://censys.com/blog/ / NVD CVE-2026-84295 — https://nvd.nis
t.gov/vuln/detail/CVE-2026-84295

NVD CVE-2026-103039(Gravity Forms) + CVE-2026-109220(WooCommerce PDF Invoice) — https://nvd.nist.gov/vuln/detail/CVE-2026-103
039

GMORK =2 —RX—E(10/31K=. F1TIRD B4 L2 HEER) — https://internet.gmo/news/

SEI(FE19kR)EM — 4= 1 2T MR

IN—202403 TZa—2 11— F58;(10/23. 66354 « BR14654FERE) — https://www.park24.co.jp/news/2026/10/20261023-1.ht
ml/ %43R(10/16. RARREZEHOREIL—ILEE%R FE) — https://www.park24.co.jp/news/2026/10/20261016-1.html
HARE Mt X7 LADORET 72 RICET 2 M5 E(5E68R)1 (10/30. #9298 A7 « RREFIHDADER) — https://nihon-kotsu-hi
re.jp/news/261030/ / B AR EH R (RERDEEHE) — https://www.nikkei.com/article/DGXZQOUC30BHD0Q6A031C2000000/
ZFLARR THHETIL—TTOYRTFLEEREICDOWVWT(ETR)L (9/18. 55.4H4HEE) — https://www.nichirei.co.jp/news/2026/524.
html

TORIFRR TStudiokRE1HICHBIT R RIET V£ AL B BEANBRDTZ VWO RTEEMEICDWT (10/22) — https://www.digital.go.jp/pr
ess/a0a8f66c-b32d-4695-9372-bcd5d4280f22 / GSSEZE(9/11) — https://www.digital.go.jp/news/2026-0911-01
FHEIN—THR=IT1 I ARH TREZVDEENHH ZEANERQ2026FE7TBITHER)] (#2295 ABEE) — https://www.asahigr
oup-holdings.com/newsroom/detail/20260717-0101.html
HISAR TFR#MT 7ML —NADRET IR LB EABERTEHOATEEMEICET 2BV S5 (10/7. &A62745) — http
s://www.his.co.jp/assets/20261007.pdf / ITmedia(&EH* 5 15k £ THIL0H B DiRE) — https://www.itmedia.co.jp/news/article/2610/07/
2000002090/
TRM Labs TNorth Korea Steals USD 6.36 Billion From Binancel (FBIETED934f) — https://www.trmlabs.com/resources/blog/north-kore
a-steals-usd-6-36-billion-from-binance-in-the-largest-hack-in-history / The Guardian(90%##3& - FBIFERE) — https://www.theguardian.co
m/business/2026/nov/01/binance-losses-covered-hack-fbi-north-korea-cryptocurrency
Reuters Polymarket resumes trading after third-party security incident (DebugBeariZ[]) — https://www.reuters.com/business/poly
market-reports-major-outage-suspends-trading-actions-2026-10-29/ / Yahoo Finance(39075 K JLiR<E « 95%5E 7)) — https://finance.yaho
o.com/markets/crypto/articles/polymarket-sends-3-9m-back-181112258.html
BFEEE MEARBHRRBZ L. 2.6 A5 (10/30. AREERERR - EAR2E6000/5 A%) — https://www.jiji.com/jc/article?k=202610300
0493&g=pol / FNN(BX## - BaxfsE/ v 7 —) — https://www.fnn.jp/articles/-/1142867

Hi[E] (55 18kR):&N

The Hacker News TLinux Kernel TCP Flaw With 9.8 CVSS Scores (10/308#thR. Anthropicdroot3R:E - ERfRARIEIEIRT) — https://thehac
kernews.com/2026/10/linux-kernel-tcp-flaw-with-98-cvss.html / Anthropic2= 7’04 IDiscovering vulnerabilities with Claudes (10/27)
— https://www.anthropic.com/research/discovering-vulnerabilities-with-claude

Teltonika Networks Security Centre(CVE-2026-82104. 10/30E4tR8/R) — https://www.teltonika-networks.com/support/security-centre
The Hacker News [Telegram Android Flaw Lets Attackers...1 (10/29) — https://thehackernews.com/2026/10/telegram-android-flaw-lets
-attackers.html

OpenSourceMalware TTrojanized Claude Code Extension Plants Persistent SSH Backdoorl — https://opensourcemalware.com/blog/tr
ojanized-claude-code-extension-plants-persistent-ssh-backdoor / Cyber Security News — https://cybersecuritynews.com/malicious-cla
ude-code-extension/

The Hacker News [CISA Adds Actively Exploited GitLab RCE...1 (10/30. CVE-2026-97229 - 76418MKEViENN) — https://thehackernews.c
om/2026/10/cisa-adds-actively-exploited-gitlab-rce.html

NVD CVE-2026-103093(ServiceNow Al Platform) — https://nvd.nist.gov/vuln/detail/CVE-2026-103093 / securityonline.info CVE Watchtow
er — https://securityonline.info/cve-watchtower/cve-2026-103093/

CISA KEV(2026.10.29kR: GitLab - Cisco ASA/FTDiENN) — https://www.cisa.gov/known-exploited-vulnerabilities-catalog

GMO F163R(BME ST 1 MERIEM428MF. EEILKBAA) — https://internet.gmo/news/article/262/

HiE] (5 16kR):EN

Chrome 156.0.8078.73/.74 1) ') —X / —  — https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_056
2499947.html / Cyber Security News — https://cybersecuritynews.com/google-fixes-52-chrome-security-flaws/

Cisco ASA/FTD 77 B /N1 41) — https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-asaftd-tunnel-
dos-s6mgkb75 / Tenable CVE-2026-76418 — https://www.tenable.com/cve/CVE-2026-76418

CISA KEV(2026.10.28kR: ESX + Fragnesia - Commerce - Brotli - PHP) — https://www.cisa.gov/known-exploited-vulnerabilities-catalog
Linux98432 |H5F « IRARIBEH B TILEE, 520AkDRed HatZZE5REAILIPvA TCPRARTH D MPTCPOBEISITTRENE LEFHA. F

21kR TlEUbuntu generic 4% MVulnerable work in progressz F#z8. HechRZ BIEIRERHRTT T ERAB R FHA. REM - KEVIZFSEID A
207 LfEREREZ B8R,

Searchlight Cyber TCache Me If You Cany — https://www.slcyber.io/research/cache-me-if-you-can-xss-in-cloudflares-cdn-cgi-image / C
yber Security News — https://cybersecuritynews.com/cloudflare-xss-vulnerability/
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Dream TChained php2shell exploit roots 25 servers) — https://dreamgroup.com/blog/chained-php2shell-exploit-roots-25-servers / Cy
ber Security News — https://cybersecuritynews.com/php2shell-gained-root-access-on-25-servers/

LocalStack CVE-2025-65200(FfZTE DT X E. 20255128 /3FH) — https://cyberroute.github.io/post/2025-12-11-localstack-hack/
FIDO Alliance World Passkey Day 2026 — https://fidoalliance.org/fido-alliance-reports-accelerating-global-passkey-adoption-on-world-
passkey-day-2026/ / Passkey Index 2026 — https://fidoalliance.org/passkey-index-2026/ / CTAP 2.3 — https://developers.yubico.com/C
TAP/

FLY R0 TIXZAT—R « NZAF—OFHREFZE20261 — https://www.trendmicro.com/ja_jp/about/newsroom/press-release
$/2026/pr-20260324-01.html

DecisionRAG(arXiv:2610.35868) — https://arxiv.org/abs/2610.35868

SB15hRiENN

GitHub abraxasEE®phpMyAdminBIE ) 7R kU (10#F. 10/1223F8) — https://github.com/abraxas-null?tab=repositories(fj: PMA-5.2.3-
WebAuthn-2FA) / phpMyAdmin Atz F 2 1) 7 B —E(PMASA. %% 7% L ERESR) — https://www.phpmyadmin.net/security/
LibreSSL ocspcheck GHSA-3v5r-5xmx-hw5g — https://github.com/advisories/GHSA-3v5r-5xmx-hw5g

GMO FE153IEANRFEDE AIEREZIRE. BERIRMH2704) — https://group.gmo/info/alert/20261029/

SE14hRENN

CISA TAdds Two Known Exploited Vulnerabilities] (10/27. Brotli) — https://www.cisa.gov/news-events/alerts/2026/10/27/cisa-adds-tw
o-known-exploited-vulnerabilities-catalog / Broadcom VMSA-2026-0008.1(H 7R — b 7R— &)L 7 K /XA 1) 39445)

FasterXML GHSA-m8xf-2¢cr7-77ph — https://github.com/FasterXML/jackson-databind/security/advisories/GHSA-m8xf-2cr7-77ph

Oracle Critical Patch Update October 2026 — https://www.oracle.com/security-alerts/cpuoct2026.html

nginx security advisories — https://nginx.org/en/security_advisories.html/ TeamViewer TV-2026-1011 — https://www.teamviewer.co
m/en-us/resources/trust-center/security-bulletins/tv-2026-1011/

Anthropic TDiscovering vulnerabilities with Claude1 (10/27) — https://www.anthropic.com/research/discovering-vulnerabilities-with-c
laude

TianoCore GHSA-99¢j-7hg9-mp4m — https://github.com/tianocore/edk2/security/advisories/GHSA-99¢j-7Thg9-mp4m / The Hacker New
S(UEFI) — https://thehackernews.com/2026/10/critical-16-year-old-uefi-flaw-can-run.html

NVD CVE-2026-112512 — https://nvd.nist.gov/vuln/detail/CVE-2026-112512 / Apple —& — https://support.apple.com/en-us/100100 / P
C Watch(WebKit. 5252151800)

MSRC(eMudhra) — https://www.microsoft.com/en-us/msrc/blog/2026/10/microsoft-response-to-compromised-emudhra-certificate-au
thority-keys

Cloudflare TCross-request KV cache exposure] — https://blog.cloudflare.com/kv-cache-exposure-remediation

PHP CVE-2026-115560 — https://www.php.net/archive/2026.php#2026-10-23-1 / The Hacker News — https://thehackernews.com/202
6/10/urgent-php-warns-of-another-unpatched.html

GMO 513%k — https://group.gmo/info/alert/20261028/ / 514%k — https://group.gmo/info/alert/2026102802/

Agent Skills: github.com/google/osv-scanner + openai/php2shell-checker « NVIDIA/SkillSpector - cloudflare/security-audit-skill + a
nthropics/defending-code-reference-harness < openai/codex-security « alibaba/open-code-review

FEL—RIFH (RS

CISA TCritical Vulnerabilities in PHP Require Immediate Patching] — https://www.cisa.gov/news-events/alerts/2026/10/21/critical-vul
nerabilities-php-require-immediate-patching / CERT-EU 2026-018 — https://cert.europa.eu/publications/security-advisories/2026-018 /
JPCERT-AT-2026-0033 — https://www.jpcert.or.jp/at/2026/at260033.html

AWS Security Blog(php2shell 2RI DOEF) — https://aws.amazon.com/blogs/security/amazon-threat-intelligence-identifies-php2shell
-exploitation-prior-to-public-disclosure-in-madpot/

Node.js October 2026 Security Releases — https://nodejs.org/en/blog/vulnerability/october-2026-security-releases / Bun v1.4.4 — http
s://bun.com/blog/bun-v1.4.4 / GHSA-9v8h-qgqgm-4m35 — https://github.com/advisories/GHSA-9v8h-qggm-4m35

Python eMudhra JEEMEEE — https://discuss.python.org/t/information-for-python-users-regarding-emudhra-emsign-ca-certificate-secu
rity-incident/109576

Ruby TRegexp fixes for GitLab CVEs1 — https://www.ruby-lang.org/en/news/2026/10/23/regexp-fixes-for-gitlab-cves/ / resolv — http
s://www.ruby-lang.org/ja/news/2026/08/27/multiple-vulnerabilities-in-resolv/

Oracle Security Alert CVE-2026-91403 — https://www.oracle.com/security-alerts/alert-cve-2026-91403.html / ops.java — https://ops.jav
a/emudhra

JPRS(BIND) — https://jprs.jp/tech/security/2026-10-22-bind9-cve-2026-94300.html / ISC — https://kb.isc.org/docs/cve-2026-94300
AlmaLinux PwnEscape — https://almalinux.org/blog/2026-10-16-pwnescape-cve-2026-99999/ / Infinity Core — https://www.openwall.c
om/lists/oss-security/2026/10/16/36 / ZDI-CAN-33367 — https://almalinux.org/blog/2026-10-23-zdi-can-33367/ / The Hacker News(KSM
BD) — https://thehackernews.com/2026/10/two-cvss-90-linux-ksmbd-rce-flaws.html

GitLab 19.5.1 — https://docs.gitlab.com/releases/patches/patch-release-gitlab-19-5-1-released/ / JUNVU93110597(Tomcat) — https://jv
n.jp/vu/JVNVU93110597/index.html
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e LiteLLM Security Incident — https://docs.litellm.ai/blog/security-incident-oct-21-2026 / GMO Flatt Security — https://blog.flatt.tech/ent
ry/litellm_2nd_compromise

e Wasmtime GHSA-mghf-wjfp-p5xm — https://github.com/bytecodealliance/wasmtime/security/advisories/GHSA-mghf-wjfp-p5xm / The
Hacker News — https://thehackernews.com/2026/10/two-critical-wasmtime-flaws-could-let.html

e Forever Security(AIZT—> = > FESELD) — https://forever.security/blog/hijacking-ai-agents-via-downloads-folder / arXiv:2610.30571
— https://arxiv.org/abs/2610.30571

e Tailworm — https://tailworm.com/ / Tailscale Security Bulletins — https://tailscale.com/security-bulletins

e JPCERT-AT-2026-0030(EIRARIE 72 £ ) — https://www.jpcert.or.jp/at/2026/at260030.html / GMO 10/24 — https://group.gmo/info/aler
t/20261024/

o /N\—724 53R — https://share.timescar.jp/news/2026/1023/1825.html/ HIS — https://www.his.co.jp/assets/20261007.pdf / 1R X
Garoon — https://cs.cybozu.co.jp/2026/013781.html / =7 < ¥ /N> — https://www.neo.co.jp/news/20261022/

o ERFF B OEEMEE — https://www.npa.go.jp/bureau/cyber/koho/caution/caution20261000.html / Z48FF JL— 42 — — https://w
ww.keishicho.metro.tokyo.lg.jp/kurashi/cyber/notes/router.html / 8T 7R — ~FEER — https://www.npa.go.jp/bureau/cyber/counter
measures/support-fraud.html

o LINEANJLF(FE-ED - FFHR) — https://help.line.me/line/smartphone/sp?contentld=20000293&lang=ja / PayPay — https://paypay.ne.j
p/notice/20261014/s-01/ / Passkey Central — https://www.passkeycentral.org/ja/introduction-to-passkeys/how-passkeys-work

o ERY A N—HIER(GRILE) — https://www.cas.go.jp/jp/seisaku/cyber_anzen_hosyo_torikumi/pdf/setsumei.pdf / AAIBRIFEEZES
(BIEE) — https://www.ppc.go.jp/files/pdf/260717_kaiseihounitsuite.pdf / R & SCS — https://www.meti.go.jp/press/2025/03/20260
327001/20260327001.html / B Z &% CRA — https://commission.europa.eu/news-and-media/news/safer-and-more-secure-digital-pr
oducts-2026-09-11_en

o HEFES1H: CISA KEV — https://www.cisa.gov/known-exploited-vulnerabilities-catalog / JPCERT/CC — https://www.jpcert.or.jp/ / JVN — h
ttps://jvn.jp/
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o FEI1NRMCVEEXE|S2026F11H2H20:30 JST, AHOERIBRHERIF0Z L BHEICIRE L. %*LJ—X%HI%ZOW (ll
B1H) &UBIMMUAIORTZ#HEA. BERAWKR - BERIGERFICIRETORFBEREMRL TS

* GoAheadDFE%Z T 5188 X — N —HIIIREEPE T, SHORERIFENTLAL, PAN-OSOIEIERY b7
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o WEE - ABBABELAZV, XEEAT 1 MIEAELTLEEA.

* Tailworm * phpMyAdminZDIRAZEE RS ISR B ERIREHER. ZDI-CAN-33367(FAlmaLinux AT TAEFELE
ik & CVERIKZE = BHEER. GaroonFED HEEZ ABHMREAICIEL £ Ao

* VMware VCF DRRFNEIEIEBroadcomDVMSATHERRD C & (AEIIBED A)o PC Watch#RiEDWebKitaD
CVEES - XRhRIFAZE TIFRFE L TLAL, PHP CVE-2026-115560 DRERR - ISIERRIEER AR, UEFIDHESS
RDEERTIZE X —H—THER.

* NGINX CVE-2026-42530 IZfAADGitHUb U R b U ZFAHDIZ. nginx.org DA —E TR L 7.
tracehound (BX5 iBEFYY — L) ISRESTHIBER TIX B WLWHANICZH TLVRL, arXiv:2610.35868(DecisionRAG)
ISHETMEIBIR TIEAR WL H5.3ICHIZEEm & L TiEE. Cloudflare /cdn-cgi/image/ D IZFAZEE DRIET. CVE
BS « RNOEBERKRISAER =2 THRESS, LocalStack(CVE-2025-65200)(52025FDEMHT. FIHROERRE
[FHEEETE TULVRL,

* Linux984320|HET - IRKIEH AT IZERE, FE20kDRed HatFE5HFRIZIPv4 TCPEARTH D MPTCPOE
I THRNA L LEE A H21ARTIEUbuntu generic 435 MVulnerable work in progressz FEs8. Hachiz &
IERRERHRSE T LA B X FEA. REMA - KEVIESEIDARZOJ @R FiLz BR,

o AR THHER L 7 https://www.fsa.go. jp/common/about/research/20261030/20261030.html(t.coﬁﬁuRL,%%EE)
I3 HERORER FEAEICEIT2ERFIEOBEICRET 3RE] WESORKRTHDH. HAN—tFallFTrk
IFEERR C B L 72 7o D AUSIERBR L TWLVAR L,

e Teltonika CVE-2026-82104 - ServiceNow CVE-2026-103093IEWVWFNEHR VA —BHEDHIRT. F=FICLDE
RS IIAERRTHERTETULAL, Claude CodetaiEiiaRkigmEld. HITANE DR TREALTENN (T TS
1F T —>DEARNBRBER)IIARERFLATRIFE, TelegramiBsEE >EYD @ IENebuSec(FZEE)IC & B RE
T, FE=FHEA - LAMEIFTHIBEIR(CVE)IFFEEE T ST TV,

o FAEIFNYHA—KRFE(CVSS 4.0/3.LETE). ERFIDERIE—AIER TENBIE TIEA L,

FE20MRIAFIDIREE (HEFDBZRTEF) : UTFORE - ZHRFEORRFIIEMFRDERIRT Y, F2URDBHERZEELL £,

RRBRE: 551k 10/25 — 552~10hK 10/25~26(& 5 > &+ L * BIND - Linux * GitLab « Tomcat * LiteLLM « ERZEZE - £55E AT < ARG % EXEm)— $11
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Agent Skills Z#i5%— 5515kR 10/293%%&: LibreSSL ocspcheck(CVE-2026-118374)%3&/0. phpMyAdmin 5.2.3D kOSSR S 1014 % Fek(3.10. W
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* NVDCVEAPI2.0 (RFABEEFE - cveld$gRE) https://services.nvd.nist.gov/rest/json/cves/2.0
e CISAKEVAZOZ https://www.cisa.gov/sites/default/files/feeds/known_exploited_vulnerabilities.json
e Wazuh CTI CVE-2026-98548 https://cti.wazuh.com/vulnerabilities/cves/CVE-2026-98548

e Wordfence CVE-2026-120534 https://www.wordfence.com/threat-intel/vulnerabilities/id/b8a7a925-2b9%e-
43bc-b649-c7ec518e063c

® WPScan CVE-2026-81648 https://wpscan.com/vulnerability/9b1490a0-1381-4d22-8086-f75aade4e898/
* F-Droid advisories CVE-2026-107053 https://github.com/FFG0d/fdroid-android-advisories

* OpenAl GPT-6.1 Terra / Decisions API. Anthropic Claude Haiku 5.5. Google Gemini#}s. Reuters Gemini 4
Carbon (RER2R—IBHR)

SB26hR DIENNFRHL

* NVDCVEAPI2.0 (AFABEBFZE - cveld}gRE) https://services.nvd.nist.gov/rest/json/cves/2.0
* CISAKEVA&ZOZ https://www.cisa.gov/sites/default/files/feeds/known_exploited_vulnerabilities.json
® sshhole.com (OpenSSH/musl ##5%) https://sshhole.com/

® OpenSSH commit 4353fdc https://github.com/openssh/openssh-
portable/commit/4353fdc43ef646c43a8dda7025cc1a898caf1482

* OpenSSL EOLEA] https://openssl-library.org/post/2026-11-01-eol34-36/
® MSRC CVE-2026-83844 https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83844
* Cloudflare WAF changelog https://developers.cloudflare.com/changelog/post/2026-11-03-waf-release/

® Barracuda tzF 2l 7« 7 R/\A U https://trust.barracuda.com/security/pre-authentication-
authorization-bypass-command-injection

e Artificial Analysis Decision Index https://artificialanalysis.ai/articles/artificial-analysis-decision-index
* Google Gemini Spark ¥k https://blog.google/intl/ja-jp/company-news/technology/next-evolution-
gemini-app/
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* NVDCVEAPI2.0 (AFABEKFZE - cveld}g§RE) https://services.nvd.nist.gov/rest/json/cves/2.0

* CISAKEVA&ZOZ https://www.cisa.gov/sites/default/files/feeds/known_exploited_vulnerabilities.json

® Ubuntu CVE-2026-98432 https://ubuntu.com/security/CVE-2026-98432

* GhostLock/KEYone 2f 1) 7R kU https://github.com/giannoccarol/root-key1

* Microsoft MSRC CVE-2026-109469 https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-109469
e AWStF 2T+ /NJLT > 2026-173 https://aws.amazon.com/security/security-bulletins/2026-173-aws/

® SonicWall PSIRT SNWLID-2026-0014 https://psirt.global.sonicwall.com/vuln-detail/SNWLID-2026-0014

e WPScan CVE-2026-113615 https://wpscan.com/vulnerability/40e0b8d1-8e13-4c4c-a09a-9ec07c578662/

* VulnCheck CivetWeb &% https://www.vulncheck.com/advisories/civetweb-through-1.16-http-2-use-after-
free-via-stale-pseudo-header-state

e \ulDB CVE-2026-123957 https://vuldb.com/cve/CVE-2026-123957

* Poly CVE-2026-39430 ##f3% X € https://github.com/thackeraaron/polycom_research/blob/main/CVE-2026-
39430_and_CVE-2026-39431.md
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s TRT TRTOBEBZBEX-ERMEBEMAENOEE V] (HSHM8E1LH6R)
https://www.fsa.go.jp/news/r8/sonota/20261106/20261106.html

* CISAKEVAAZOY (HHER)
https://www.cisa.gov/sites/default/files/feeds/known_exploited_vulnerabilities.json

* Neat NEAT-SA-2026-11-02 (Brotli CVE-2026-111497) https://support.neat.no/article/security-advisory-
november-2026-brotli-decoder-vulnerability-cve-2026-111497-affecting-neat-devices/

® Chromium Releases 20265118 —% https://chromereleases.googleblog.com/2026/

* NVDCVEAPI2.0 (AFABEBFZR) https://services.nvd.nist.gov/rest/json/cves/2.0

AR THIICHESE L e DIF EERABDO—RIEIRT I MSRC « ERV A —DHATHMIFAUSTET TES T BHLTWVF
Ao

E526hRDENNHRHL

o BRIT NBRTOBBZHE R -EREEHBEANOSEV] (HF8F11H6H)
https://www.fsa.go.jp/news/r8/sonota/20261106/20261106.html

* CISAKEVAZOY (HEHEE)
https://www.cisa.gov/sites/default/files/feeds/known_exploited_vulnerabilities.json

* Neat NEAT-SA-2026-11-02 (Brotli CVE-2026-111497) https://support.neat.no/article/security-advisory-
november-2026-brotli-decoder-vulnerability-cve-2026-111497-affecting-neat-devices/

® Chromium Releases 20265118 —E https://chromereleases.googleblog.com/2026/

* NVDCVEAPI2.0 (nFABBFR) https://services.nvd.nist.gov/rest/json/cves/2.0
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e CISAKEVAZOY (HBEYE)
https://www.cisa.gov/sites/default/files/feeds/known_exploited_vulnerabilities.json

* Microsoft Security Update Guide (11873 I3EEHRFRTRAM. EFIHIF1I1H10RH)
https://msrc.microsoft.com/update-guide/

o BT HAN—EBRFEEGE (—XEROAITIKREIF
https://www.npa.go.jp/bureau/cyber/koho/caution.html

o ERIT BRTOBEZZHFA-SREEFBEANDSREVLI (11868, F25kM TBIHR)
https://www.fsa.go.jp/news/r8/sonota/20261106/20261106.html

* NVDCVEAPI2.0 (AFABBFZR) https://services.nvd.nist.gov/rest/json/cves/2.0

I BERTOHIIHRE (TXRER) ICEDE. —RFROAXZEFL TVWARVEZAXICHARZLTVED,
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